
3/6/20

1

PASSWORDS – YOU’RE 
DOING IT ALL 
WRONG!

AARON CURE
STEVE KOSTEN
March 5, 2020

We're following Best Practices for password construction, 
storage, etc. But what if the Best Practices are WRONG?
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Introduction: Aaron Cure
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Denver OWASP Board Member, Past President

Certifications

CISSP, GSSP-Java, CISM
Contact Info
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@skosten

Introduction: Steve Kosten

Provide Identity

Prove Identity
Something you KNOW

Something you HAVE
Something you ARE
SomeWHERE you are

Authentication
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Goes back ages …

Well before WWII …. But we’ll start there:
IFF (Identify Friend or Foe)
Challenge / Response

“flash” / “thunder”

Cricket Clicker
only as good as its ability to remain a secret

Password History

TigGer99

favorite password

MY
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…

Minimum of 6 characters

Maximum of 12 characters

Contain 3 of 4 character types

Upper                 lower
numbers            Special

Change every 90 days (30 for admins)

DON'T RE-USE last 8 passwords

AND Our Password Rules
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Minimum of 6

Maximum of 12

Contain 3 of 4 character types

Upper                 lower
numbers            Special

Change every 90 days (30 for admins)

DON'T RE-USE last 8 passwords

X 8X 10XX 12 characters

XX 20 characters

AND Our Password Rules

TigGer99

My favorite password
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“Much of what I 
did I now regret.”

Bill Burr, Former NIST manager
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Minimum of 8 characters

Maximum of 12 characters

Contain 3 of 4 character types

Upper                 lower
numbers            Special

Change every 90 days (30 for admins)

DON'T RE-USE last 8 passwords

Our Password Rules
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Cleartext 

https://plaintextoffenders.com/

Hashed

On/Offline dictionary attacks

Rainbow tables

GPUs

Adaptive algorithms / salts

Password Cracking

Minimum of 8 characters

Maximum of 12 characters

Contain 3 of 4 character types

Upper                 lower
numbers            Special

Change every 90 days (30 for admins)

DON'T RE-USE last 8 passwords

Our Password Rules
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Password space = xn

X = possibilities for one “character”

n = number of characters

8 numerical:  108 = 100,000,000 or 1x108

8 alphanumeric: 368 = 2.8 x 1012

8 mixed alphanumeric: 728 = 7.2 x 1014

12 mixed alphanumeric: 7212 = 1.9 x 1022

4 words = 40,0004 = 2.56 x 1018

According to lexicographer and dictionary expert Susie Dent, “the average active vocabulary of an adult English speaker

is around 20,000 words, while his passive vocabulary is around 40,000 words.

Password Space
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Minimum of 8 characters

Maximum of 12 characters

Contain 3 of 4 character types

Upper                 lower
numbers            Special

Change every 90 days (30 for admins)

DON'T RE-USE last 8 passwords

Our Password Rules
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TigGer99
My favorite password

TigGer99
TigGer10
TigGer99
TigGer10
TigGer11

Minimum of 8 characters

Maximum of 12 characters

Contain 3 of 4 character types

Upper                 lower
numbers            Special

Change every 90 days (30 for admins)

DON'T RE-USE last 8 passwords

Our Password Rules
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Minimum of 8 characters

Maximum of 12 characters

Contain 3 of 4 character types

Upper                 lower
numbers            Special

Change every 90 days (30 for admins)

DON'T RE-USE last 8 passwords

Our Password Rules

Minimum of 8 characters:  NIST 800-63B still says this

Maximum of 12:  Max of AT LEAST 64 characters

Change every 30/60/90 days:  Doesn’t ban

Contain 3 of 4 character types :  Doesn’t ban

UPPER, LOWER, numerical, special

DON'T RE-USE last x passwords:  Doesn’t ban

NIST Password Rules
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Restrict sequential/repetitive (1234, aaaa)

Restrict context passwords

e.g., username / sitename

Restrict dictionary / common

scott/tiger, sa/sa, admin/password

Restrict previously breached https://haveibeenpwned.com

NIST Additions

2 factor (not SMS)

Time-based one-time Password (TOTP) (Authenticator, RSA, DUO)

Cryptographic challenge/response (yubi-key, DUO)

No construction requirements

min 12 characters/NO MAX

No expiration Unless loss suspected

No previous breach/simple passwords

PREFER Passphrase

I only regret that I have but one life to lose for my country.

USE Password Manager (Keepass, LastPass, OnePass)

Lockout + Alerts

last login, failed, change, etc

Our Recommendations
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Troy hunt
https://www.troyhunt.com/passwords-evolved- authentication-guidance-for-the-modern-era/

National institute of standards and Technology (NIST)
https://en.wikipedia.org/wiki/National_Institute_of_Standards_and_Technology

National security center (NSC)
https://en.wikipedia.org/wiki/National_Cyber_Security_Centre_(United_Kingdom)

Microsoft
https://www.microsoft.com/en-us/research/wp-content/uploads/2016/06/Microsoft_Password_Guidance-1.pdf

Oh the places we’ll go

QUESTIONS?
aaron.cure@cypressdefense.com

@curea

steve.kosten@cypressdefense.com

@skosten
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Cypress Data Defense, LLC
https://www.cypressdatadefense.com

@cddsecurity
(720) 588-8133


