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It's no secret... developers
use open source software.

Still, there are questions around how it should be
managed—and for good reason. Here’s why:

» Open source components are not created equal. Some are

vulnerable from the start, while others go bad over time.

» Usage has become more complex. With tens of
billions of downloads, it's increasingly difficult to
manage libraries and direct dependencies.

» Transitive dependencies: if you are using dependency
management tools like Maven (Java), Bower (JavaScript),
Bundler (Ruby), etc., then you are automatically pulling in
third party dependencies—a liability that you can't afford.

How do you manage open source risk at scale?
Through an automated open source governance policy.

of the components in

85% most modern applications
are open source.
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300,000+

open source components
are downloaded annually
by the average company.

o
500 billion

download requests of Java,

npm, PyPi, and RubyGems
were recorded in 2018.



170,000

java component
downloads annually

3,500

unique

18870

11.1% with known
vulnerabilities
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Since the beginning of 2019,

90% of Maven Central downloads where
direct from development and build
systems
not a repository manager.

Repository Management
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30,330

51% with known
vulnerabilities

60,660

JavaScript packages
downloaded annually
per developer
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DevSecOps: Why is open
source policy critical?

1in10

open source

component R

downloads contain : ‘
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1in4
organizations experienced

at least one open source
breach in the last 12 months.
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of organizations have no

open source governance
policy or ignore it.




supply chain CHALLENGE




2013 CVE-2013-2251

» Network exploitable

» Medium access complexity

* No authentication required for exploit

» Allows unauthorized disclosure of information
« Allows unauthorized modification

« Allows disruption of service

STRUTS



2014

CVE-2014-0160 CVE-2014-6271



Equifax Was Not Alone
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TIME TO RESPOND BEFORE EXPLOIT

Source: Adapted from IBM X-Force / Analysis by Gartner Research (September 2016)
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Known Vulnerabilities
Aren’t the Only
Problem



Organized Cybercrime is the most profitable type of ¢
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In 2016 Cybercrime was
estimated to be worth

was estimated to be worth
450 Billion Dollars

435 Billion Dollars
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That's about for every
persen on the planet




OSS Developers and Package

Maintainers
The new front line.

Study found credentials online affecting publishing access to 14% of
npm repository. +79,000 packages.

Malicious npm Packages “typosquatted” (40 packages for 2 weeks.
Collecting env )

1

July
2017

10 Malicious Python packages
Basic info collected and sent to Chinese IP address

Blog: “I'm harvesting credit card numbers and
passwords from your site. Here’s how.”
1

Golang go-bindata github id
deleted and reclaimed
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Conventional-changelog compromised and turned
into a Monero miner.

Backdoor discovered in npm get-cookies module published since
March
Unauthorized publishing of mailparser
Ssh-decorator Python Module stealing private ssh keys.

Gentoo Linux Repository Compromised

Malicious Eslint discovered to be

Homebrew repository
compromised

Npm event-stream attack on
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Dependency Graph for WebGoat Parent Pom

org.owasp.webgoat
webgoat-container
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With the right tools,
many of these
problems are solvable



Everyone has a software supply chain.

(even if you don't call it that)
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What is software supply chain
management?
A new (yet proven) way of
thinking.

. Source parts from fewer and better
suppliers.

. Use only the highest quality parts.

. Never pass known defects downstream.

. Continuously track location of every
part.







At what point in the development process does your
organization perform automated application analysis?

Mature DevOps
practices are 350%
more likely to integrate

automated security.

74%
55%
51%
44%
38%
22%
) 209 19% 10%
17% 18%
7%
Design/ » Development » Build/ClI 4 During » Priortorelease » Production 4 Throughout
Architecture QA / Test into production the process

2019 No DevSecOps Practice B 2019 Mature DevSecOps Practices



How are you informed of InfoSec and AppSec issues?

Automating security
enables faster
DevOps feedback

loops 53%
39% 379
34%
23% 50, 25% 239 II

Tooling 3 Customers > Manager/Boss > Broadcast email 3 Security team

63%

B 2019 Mature DevOps Practices B 2019 No DevOps Practice



Rank the top challenges with your application security processes.

Everyone sees

value in getting

security insight
earlier.

We find out about Slows down Not clear what’s No enforcement; Addresses source
problems too late in development expected of us workarounds are code, but not
the process common components

B 2019 DevOps Elite Practices B 2019 No DevOps Practice



Solve your supply Solve your own Create discipline —

chain problems quality problems — every day it gets a
trust but verify little bit easier



Thank you!
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