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Bio

• Kevin Cody

• @kevcody

• Principal Application Security Consultant at nVisium

• Mobile, IOT, Web, Mainframe

• Chapter Leader of OWASP Pittsburgh

• Speaking at OWASP Global AppSec Tel Aviv!



Obligatory Polling Question
• Pentesters, Vulnerability Analysts, Security Folk? Bug Hunters? 

• Developers?

• Auditors/Compliance?

• App Security is cool, yea? 



Mobile Testing

• Local Storage

• Client-Side Security

• Intellectual Property

• Memory

• Inter-Process Communication

• Transit Layer Protocol



Tools of Yesteryear















So…. now what?





Frida Author

• Ole André V. Ravnås

• @oleavr

• Telegram channel: https://t.me/fridadotre
Bridged to IRC: #frida at irc.freenode.net

• Twitter: @fridadotre

https://twitter.com/oleavr
https://t.me/fridadotre
irc://irc.freenode.net/frida
https://twitter.com/fridadotre


What IS Frida?

• Dynamic instrumentation toolkit for developers, reverse-engineers, and 
security researchers. 

• Scriptable

• Portable

• Free

• Battle-tested



Frida: Under the Covers

• Frida’s core is written in C and injects Google’s V8 engine into the target 
processes, where your JS gets executed with full access to memory, hooking 
functions and even calling native functions inside the process. There’s a bi-
directional communication channel that is used to talk between your app 
and the JS running inside the target process.

(https://www.frida.re/docs/home/)



Basic Frida skills

• Attaching to Processes 

• Function Hooking

• Modifying Function Arguments 

• Calling Functions 

• Inspecting memory 

• Modifying memory



Basic Components

• Frida Server

• Frida Client

• Daemon

• Gadget

• Native OS Tooling



Basic Frida Architecture

(https://www.frida.re/docs/hacking/)



Root/Jailbreak Required?



GOTO Devices

• Android
• Google Pixel (Nexus)

• Motorola

• OnePlus*

• iOS
• Whatever the tooling supports 

• Insider Tip



Supported Operating Systems

• Windows

• macOS

• QNX

• iOS

• Android



Installation

• PyPi (pip3)

• Releases via GitHub

• Cydia

• adb/scp push



Smoke Test

• Use frida-ps and frida-ps –u

• Make sure:

• Devices are connected

• adb is running

• Frida daemon is running

• USB-C connection is the correct orientation :)



Useful Scripts and Tooling

• FriDump – Python Script that dumps device memory

• Objection - Runtime mobile exploration

• Passionfruit - Simple iOS app blackbox assessment tool. Powered by 
Frida and vue.js



Frida CodeShare



DEMO TIME



Summary

• Frida is awesome!

• The very nature and power of the tool has created frameworks that have 
replaced and surpassed legacy tooling.

• Utilize CodeShare and/or Frida frameworks as a baseline.

• Don’t be afraid to crash and burn.

• When in doubt, purge and reinstall the app.



Questions?
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• https://www.frida.re/

• https://www.frida.re/docs/presentations/osdc-2015-putting-the-open-back-
into-closed-software.pdf

https://www.frida.re/
https://www.frida.re/docs/presentations/osdc-2015-putting-the-open-back-into-closed-software.pdf

