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About Danny

• Senior consultant at Carve Systems

• Almost local - Eagle CO



About Kenneth

• Roughly a decade of cloud-fu

• Primarily OpenStack and AWS experience

• Texas native, not driving in Colorado

• Blog: https://suchprogramming.com

https://suchprogramming.com/
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• Cloud services are primarily usable by default, not secure by default

• Configured through portals or APIs

• Security needs didn’t go away!
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Azure Firewall Consistency

• Redis – open by default

• No VNet support on lower tiers

• PostgreSQL – closed by default

• Cosmos – open by default

• NSG – VNets open by default

• SQL – closed by default*



Redis Firewalls



SQL Server Firewall Game



?



Network Security Group



Network Security Group



Network Security Group



App Default TLS Config



App Default General Config





Azure Containers

• 3 levels of access

• Private

• Public Blob

• Public Container

• Easy to misuse



Enough?
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Azure Configuration

• Did you click all of the right buttons?

• Matching use case to service



External Pentest

• Broad evaluation of exposed attack surface with deeper dives on targeted 
components

• Virtual machine exposed services

• Exposed APIs

• Exposed application services and functions

• Brute forcing credentials



Outline

• Cloud security overview

• Common configuration “gotchas”

• What is a cloud security audit?

• Automated discovery, reporting, and remediation



Current Azure tooling
• Azure CLI
• Usable with bash and jq

• Not extensible

• Just recon

• Azurite ( https://github.com/mwrlabs/Azurite )
• Powershell based

• No library for extensibility

• Mostly just recon

• Azucar (https://github.com/nccgroup/azucar/)
• Recon

• Powershell

https://github.com/mwrlabs/Azurite
https://github.com/nccgroup/azucar/


A few quick demos

• inzure for pentesters

• inzure in a reporting pipeline

• Inzure for automated remediation



Recon

https://golang.org/doc/gopher/pencil/gopherhelmet.jpg - Renee French

https://golang.org/doc/gopher/pencil/gopherhelmet.jpg


Demo



Inzure Query Strings

• Share inzure resource identifiers across applications

• Quickly query inzure data

• Compare fields

• Call methods



Inzure Query Strings

• /Resource

• /SQLServers

• /Resource/ResourceGroup

• /StorageAccounts/foo

• /Resource/ResourceGroup/ResourceName

• /VirtualMachines/foo/bar



Inzure Query String Conditionals

• /Resource[.Field.Selector == ”Value” && .Field.Method() < 2]

• /Resource[.Field.Slice[ANY] == ”Value” || .Field.Slice[LEN] == 0]



Demo



Inzure as a library

• Accuracy is paramount

• Accepts uncertainty as a reality

• Aims for quick development

• Godoc

• Query strings

• Generic helper functions included for you





Reporting

• Ingest inzure data

• Run tests (or use query strings)

• Report it!



Automated Fixing

• Ingest inzure data

• Run tests (or use query strings)

• Fix it!



Testing Framework

• Modular

• Plugin based

• Leverage inzure as a library for quick test development



Demo



Future Work

• Active Directory

• Add more services

• Network mapping (this is close!)

• Testing plugins

• Community involvement



Thanks!

• https://github.com/CarveSystems/inzure

• GPLv3 license

• Testing framework will be released once the API is solidified

https://github.com/CarveSystems/inzure

